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Abstract— Being the fact that M-Commerce or Mobile Commerce is a subset and advancement of traditional E-Commerce and E-Business in 
general; the goal of this paper is to show that security is primarily the most important aspect Information technology, while m-commerce is an 
advancement of the traditional e-commerce. The paper gathers different information’s regarding mobile-commerce and security issues and 
offered potential solution based on the requirement of online transactions and its potential security threats.  
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1 INTRODUCTION                                                                     

In the past few decades, developments in and extensive im-
plementation of information technology (IT) have prompted 
fast improvement in e-commerce. This contains automated 
transaction of traditional commerce (electronic marketing, etc.) 
and also with the development of new era of transaction mod-
el that were impossible without the use of typically imple-
mented technological innovation (Information Technology) 
[1].  
 
M-commerce is the B2B, B2C or C2C e-commerce which keeps 
on cell mobile phones, PDA, portable PCs and other wi-fi de-
vices. It brings together the Internet, mobile connections tech-
nological innovation and other relevant technological innova-
tion, so customer's on-line routines activities will never be re-
stricted by time and area; hence, it will significantly accom-
plish customer's life [2]. The innovation of technological wire-
less communication, and persistent commercial infrastructure 
guarantee to improve this perspective, secure environment to 
mobile potential customers, and possibly to remove the differ-
ence between the "on-line" and "off-line"  worlds [10]. 
 
The growing position of m-commerce develops new security, 
protection and level of privacy challenges mainly because of 
new technological innovation, novel programs/applications, 
and improved consistency. With the arrival of 3G also known 
as third generation mobile networking and communication era 
with the accelerating popularization of Smartphone’s, M-
commerce, M-wallet, M-banking, with other mobile transac-
tions is boosting up progress in the global business [3]. 
Nevertheless, to be able to be effective and successful in m-
commerce transactions, security functions must be powerful 
enough to secure the customer from unlawful violations and  

 
to get assurance from him [11]. 
 

1.1  Research Area 
Mobile commerce is an interesting research area that is literal-
ly rise from information technology management and business 
processing, this work is going to adapt three different kind of 
research areas mainly IT management which includes security 
matter and business information systems which are all parts of 
management information systems. One of the advancement 
for this kind of research towards an industry is that it brings 
integrity and user confidentiality,  
 
The research will help in bridging a security gap for mobile 
transaction as well as mobile computing in general by discuss-
ing and comparing best possible solutions. 
 
1.2   Research Objectives 
The main objective as well as main goal of this research is 
to explore, confer, and present some promising potential 
solutions to mobile commerce security threats. To explore 
different literatures and brings about security needed and 
user confidentiality. 
 
2   LITERATURE REVIEW 
The most vital subject when it comes to m-commerce is securi-
ty concern, and how those security concerns is going to be 
treated accordingly such that more users could be attracted 
and feel more confident [4]. The steady condition of progress 
implies that new vulnerabilities will keep on giving open 
doors for hackers and fraudsters therefore security will keep 
on being the top concern for portable device and mobile ven-
tures, such as providers of mobile services and developers for 
mobile applications [5].  
 
M-commerce has a long history of security threats being the 
fact that it bridges together both traditional e-commerce as 
well as the wireless communication [6]. Technical limitations 
of cell phones and remote or wireless communication, busi-
ness concerns, and legitimate requirements muddle the func-
tional utilization of mobile commerce [7]. It is very unfortu-
nate that the present platform built for mobile communication 
have failed to claim a complete scale of security measures in 
terms of integrity of transaction [9]. In the entire context of 
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transaction life-cycle and procedure of electronic commerce in 
general, there are 3 core factors that suffer vulnerability when 
it comes to security threats which arose from mobile terminals, 
network side, and mobile radio interference. The survey has 
critically explored diverse ways of bridging a gap in m-
commerce transactions threats, thus mostly discussed in terms 
of WPKI and WAP gateway which diminishes problems in 
mobile devices [10]. 
 
The boundless utilization of cell phones now daily creates 
tremendous measure of incomes by diminishing time and cash 
required for different purposes. The quick advancement in 
portable computing technology not just makes a few open 
doors for the business and furthermore opens the entryway 
for doing catastrophes utilizing abuse of innovation. But there 
are some weaknesses when it comes to technological limita-
tions of mobile platforms which may bind the size of file to be 
processed, also UI could not be friendly enough to function 
[11]. The principle preferred standpoint of M-commerce con-
trasting with E-commerce additionally exists in. Indeed while 
the utilization of E-commerce is given just when the client is at 
his/her own home or working environment or in some other 
area he/she needs to get through the media, for example, In-
ternet, Television. M-commerce simply requires Mobile-
telephone. It is noted that m-commerce is getting bigger and 
more attention than traditional e-commerce [12]. thus both 
business as well as personal information is required to ignite 
and conclude generally m-payments data of the clients are 
found in the endpoint, it is very significant to examine the lev-
el of risk of information to be mined dwelling inside such 
endpoint [13]. In order to be able to transform the mobilecom-
puting atmosphere very pervasive, it is essential that the 
communication carrier is feast overboth wired and wireless 
means [14]. 

4 METODOLOGY 
As indicated by Easterbrook et al. [8], suggested that one of 
the initial steps while picking a proper research strategy by 
enlighten the research method. Following such recommenda-
tion it has led this research in to the following methodolo-
gy.Therefore, the research discussed different literally works 
from the previous scholars and suggest the potential tech-
niques in solving m-commerce security treats through a de-
scriptive researchtechnique.  

5 A REVIEW ON THE METHODOLOGY OF 
SERVICE QUALITY EVALUATION 

Evaluative methods of Quality of Service (QoS) perform essen-
tial functions in service technology. Assessment or evaluation 
of the quality of service can determine whether the service 

system and procedures operates in the appropriate direction, 
and frequently enhance the quality of the service been offered 
to customer. The process is the same to m-commerce [15]. 
 
5.1  Transaction modes of mobile e-commerce 
Based on the features of transactions, mobile e-commerce will 
be separated into two different processes of business-to-
customer (B2C) and person-to-person (P2P). Distinct from area 
of Internet e-commerce to m-commerce, this section design is 
not global in m-commerce; the more common section type is 
depending on the various transaction patterns. 
 
5.2  The security needs of mobile e-commerce 
M-commerce security challenges consist of the following con-
cerns: the stability and reliability of transactions, information 
privacy, data confidentiality and secrecy, acknowledgement of 
transactions as well as data integrity. Reliability usually means 
reassured transactions item is real and true. Confidentiality 
represents the material of the message was not irrelevant to 
see. It is unquestionable that of the people in the transaction is 
to make sure that the two factors can never be declined, and 
engaged within the transactions. While data integrity repre-
sents information or data will not be harmful modify in the 
procedure of transmission, while also the information received 
by the target is sent by transmitting information and data, at 
same moment, the sender sent the precision of the information 
can be passed on through the recipient hands [16]. 
 
5.3.  Possible components in m-commerce transaction 
Transactions of mobile commerce usually consist of several 
components of networks (multicast server, location database 
as well as preference database) as shown in the figure below. 
 

 
 
 
 

 

 

 

 

 

 

 

 
 
 

 

Fig. 1. Components of M-Commerce [17]. 
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Therefore, various transactions may perhaps demand different 
kind as well as quantity of the components of network consid-
ering (table 1). For instance, mobile online deal or auctions 
might require multicast, place as well as authentication serv-
ers, although advertisement of mobiles could simply make use 
of LD (Location Database). For that reason, transactions of m-
commerce would definitely be affected due to the failures or 
breakdowns of various components of networks [17]. 

5.4 Collaborative mobile electronic commerce 
Collaborative Mobile electronic Commerce  (CMEC) describes 
as a structure, or business model  through working with 3G, 
some newly means of communication as well as the internet, 
allowing the organization's up-stream suppliers and raw ma-
terials, business organizations, distributors, department of 
telecommunication, business organizations, the financial divi-
sion to  operate with or interact personally with one another, 
and allows them to perform business  operations  without 
time limitations, in order to accomplish  the collaborative 
business bunch and own value added  CMEC has some mod-
els of security such as collaborative database layer, wireless 
network security interface, system application layer, and ap-
plication layer as well [18]. 
 

TABLE 2 
LAYOUT OF MOBILE STATION AUTHENTICATED 

 
 

 
 

 
 
 
 
 

 
 
 

 
 

 
 

 
 
 
 
 
A Wireless Application Protocol (WAP) offers all the funda-
mental services of a computer-based web-browser but basical-
ly to function within the limitations of mobiles, like its lesser 
view screen. Therefore, users can be connected to Wireless 
Application Protocol sites: websites published in, and actively 
transformed to (Wireless Markup Language) WML as well as 
accessed through the Wireless Application Protocol browser 
[19]. 
 
6  MOBILE COMMERCE SECURITY SOLUTIONS 
The present M-commerce has introduced three different kinds 
of security solutions such as: (software-only, hardware-based 
and biometrics alternatives). Several financial institutions such 
as banks, have considered the hardware security encryption, 
such as digital or electronic key, alternate application software 
protection and encryption for the customers. But the present 
M-commerce continue to presumes application protection or 
software encryption, even the simply written text message of 
SMS to secure the professional deal of commercial transaction, 
which is uncomplicated and easier to be mauled by the mal-
ware or viruses and cyberpunk (hackers). 
The essential factor of M-commerce Security Solution is main-
ly the location where the encryption key is saved. Generally, 
encryption key usually saved in the device i.e. mobile device 
(ME) or the Prospective subscriber Identification Component 
simply known as Subscriber Identity Module (SIM) [20]. 

 

 

 

 

 

 

 
 

TABLE 1 
IMPACT OF WIRELESS FAILURE ON M-COMMERCE 

 

 
 

 

 

Fig 2:  Security Architecture  
 

 

 

Fig 3: Authentication procedure. 
 

 

 

Fig 4: Mobile-Commerce Security Solution. 
 

 

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research Volume 9, Issue 12, December-2018                                                                                           1590 
ISSN 2229-5518  

IJSER © 2018 
http://www.ijser.org  

M-commerce security provide an approach for application 
layer, which utilizes all types of mobile security solutions and 
services for the benefit of comfort: administration and user 
identification, also known as(Authority and Key Agreement), 
Data Integrity (DI), Data Confidentiality (DC), verification 
information interpretation between e-Key and web server. 
 
A. User confidentiality 
Key identification (KID) of permanent user as well as user M-
commerce solutions and services are unable to be identified by 
eavesdropping which obtained by use of short-term and tem-
porary identity (TID) which is allocated by UE via web server. 
KID is transmitted in clear-text when developing TID [24]. 

 

 

 

 

 
 

 
 

B. Mutual authentication 
During (AKA) Authentication Key Agreement the UE and 
server verify one another, therefore they are more consent on 
cipher reliability i.e. integrity as well as cipher key (CK, 
IK).these keys are utilized right until their time has ended. 
Through supposition of reliable server and CA, and reliable 
hyperlinks or simple links between them, right after AKA that 
guarantee UE together with server that IK and IK never em-
ployed from the first place, security method must be arranged 
to consider the fact over security, reliability and integrity algo-
rithm as well as criteria [21]. 
 
C. Data integrity 
Authentication and data integrity of M-commerce origin sig-
naling the data is essential to be provided. Both server and 
user decide on integrity key with procedure during AKA and 
security process set-up. 
 
D. Data confidentiality 
Both user data and signaling must be secured from snooping. 
While server alongside user, settle on to check algorithm 
through AKA and security set-up process. 
 
 
6.1   Mcommon Solutions 

A suitable solution of m-commerce security or mobile e-
commerce protection weaknesses is to create the end-to-end 
security mode, which defends each inadequate link in m-
commerce business and transaction approach to make sure 
that data and information from the transmitting point to the 
ultimate destination is totally secure [22]. 
 
Customer normally takes his/her ID card and credit card to 
any organization or financial workplaces of bank organization 
fills up in "Personal mobile transaction Banking Services Ap-
plication Form" in order to apply for the service and attain 
digital security system or device as well as authentication 
code. Pursuing the process mentioned in Customer's Guide, 
user can set up m-payment (mobile payment) user software on 
their cell phone via OTA. All the finalized details such as 
MSISDN, IMSI, IMSI, username, security password, authenti-
cation code etc. is saved in background database for long term 
financial transaction [23]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
7   CONCLUSION AND FUTURE WORK  
Online business precisely e-commerce is broadly viewed as 
the purchasing and selling of items over the web, yet any 
transaction that is executed exclusively through electronic 
medium can be viewed as web based business (e-commerce). 
Step by step E-business and M-commerce assuming great job 
in online retailing advertising and individuals groups utilize 
this innovation step by step. The combination of both mobile 
devices with traditional e-commerce made it possible for an-
ywhere and anytime access to an online transactions, Regard-
less of advantages that gave in online business by 
smartphones  because of communication nature of the remote 
communication, it is obligated to manage new potential secu-
rity dangers. Mobile transaction has the most difficult angle 
which is the information and data transmission as well as 
providing a security measures in mobile devices for generally 
m-commerce. Service providers have a frequent and consistent 
challenge in order to tackle the issue once and for all. 

 

Fig 5: User confidentiality. 
 

 
 

Fig 6: Mobile payment solution.   
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We must consider that, through the advancement mobile net-
work system in the direction of the 3G technological innova-
tion as well as the optimization of mobile delicate atmosphere 
(the improvement of Wireless Application Protocol as well as 
the perfection of information technology and description lan-
guage), the issues of-commerce security will obtain a greater 
solution. Therefore, mobile commerce simply increased at the 
moment, which can 
definitely recognize the desire of providing information any-
where and at any given time, enabling clients not to rely on 
area boundaries or region limits, therefore by making both 
person as well as the information flow. Consequently, wireless 
rate has extra running effects than cable rate. The program and 
applications of m-commerce will attain a greater advancement 
in the future especially by implementing a proper method of 
security for better transactions. 
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