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A Novel Digital Video Water marking Algorithm for Video Authentication.
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Abstract: The increasing amount of applications using digital multimedia technologies has
accentuated the need to provide copyright protection to multimedia data. This paper reviews one
of the data hiding techniques - digital video watermarking. The requirement of secure
communication and digital data transfer has potentially increased with the development of
multimedia systems . Applications of video watermarking in copy control, broadcast monitoring,
finger printing, video authentication, copyright protection etc is immensely rising. Advanced
Video Codec (AVC) is becoming an important alternative regarding reduced band width, better
image quality in terms of peak-signa-to-noise-ratio (PSNR). H.264/AVC uses different
transformation and block sizes than MPEG series, so development of new agorithmsis required
to integrate semi fragile and robust watermarking techniques for different profiles of
H.264/AVC. Moreover one of the target applications of H.264 is videophone and video
conferencing. These require criteria that watermarking needs to be performed in rea time. The
proposed algorithm can achieve semi fragile watermark extraction against H.264 compressed
videos.

Keywords:- Digital video, Discrete Wavelet Transform, H.264 video compression standard, copyright
protection.

1.INTRODUCTION

The necessity of secure communication
and digital data transmit has potentially
increased with the growth of multimedia
systems The main technique used for
protection of Intellectual Property
privileges and copyright security is
digital watermarking. Digital
watermarking can be applied to media
like text, audio, image, video etc. A
watermark is a digital data embedded in
multimedia objects and can be extracted
later in order to make an assertion about
the article. The main reason of digital
watermarking is to embed information
robustly in the host data. Typically the
watermark contains information about
the basis, ownership, destination, copy
control, transaction etc. The applications
of digital watermarking include copy
control, authentication, database linking
etc. A huge number of watermarking

schemes have been proposed to hide
copyright marks and other information in
digital images, video, audio and other
multimedia objects [1]. The invisible
watermark is embedded in a way that
the modifications made to the pixel
value are perceptually not noticed, and it
can be recovered only with an
appropriate decoding mechanism. If the
watermark cannot be easily removed
from the watermarked signal even after
applying frequent watermarking attacks
then it is referred as robust embedding.
The watermark must also be capable of
identifying the source and intended
recipient with a low probability of error.
In section Il we review the techniques of
digital and video  watermarking
terminologies . In Section Ill we discuss
the results obtain for  video
watermarking techniques. Comparative
analyses between different
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watermarking techniques are described
in section IV. Finally basics of
H.264/AVC encoder are explained and
applicability of different watermarking
techniques is drawn in section V.

2. VIDEO WATERMARKING

2.1. Techniques

Video watermarking techniques are
classified as pixel domain and transform
area techniques. In pixel domain the
watermark is embedded in the video by
simple addition of selected pixel
position. The advantages of using pixel
technigues are that they are
conceptually easy to understand and the
time complexity of these techniques are
low which favors real time
implementations. But this technique
generally lacks in providing adequate
strength and imperceptibility
requirements. In the transform domain
methods, a host signal is transformed
into a different domain and watermark is

embedded in selective coefficients.
Commonly used transform
methodologies are discrete cosine
transformation (DCT) and discrete
wavelet transformation (DWT).

Recognition is generally performed by
converting the received signal into
appropriate domain and searching for
the watermarking patterns or attributes.
The improvement of the transformed
domain watermarking is the easy
applicability of special transformed
domain  properties. For example,
working in the frequency domain
enables us to apply more advanced
properties of the human visual system
(HVS) to ensure better robustness and
imperceptibility criteria. Video
applications such as Internet, wireless
video, set-top box, videophone
videoconferencing etc., have a demand
for higher compression and best video
quality. Video Encoders and Decoders
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(CODECs) have evolved to meet the
current requirements of video
application based products. Among
various available standards H.264 /
Advanced Video Codec (AVC) s
becoming popular based on smaller
band width, better image quality and
network friendliness [3]. One of the
target applications of H.264 is video
conferencing and videophone. These
require criteria that watermarking
needs to be performed in real time.
H.264 is the latest coding and
compression standard, and is expected
to dominate the field due to its advanced
compression technique, improved
perceptual quality, network friendliness

and versatility [1].
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Fig. 1. Overview of the existing video WM system.

2.2. H.264 overview

Home activity and transmit television
have been revolutionize in the advent of
digital TV and DVDvideo. These
applications were made possible by the
standardization of video compression
technology. MPEG4 are enabled a new
generation of internet-based

video applications for video
compression in video conferencing
systems. MPEG4 (Visual) and H.263
are standards that are based on video
compression (‘video coding’). The
innovative standard, “Advanced Video
Coding” (AVC), offers significantly better
video compression than previous ITU
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standards. The “official” title of the
standard is Advanced Video Coding
(AVC); however, it is widely known by its
old working ,H.26L and by its ITU
document number, H.264.

3. APPLICATIONS

This section describes the various field
where video watermarking techniques are
used for security purpose. The major
applications of digita video watermarking
includes video authentication, copyright
protection, broadcast monitoring, copy
control, fingerprinting, taper resistance,
ownership identification, video tagging and
enhance video coding.

3.1. Copyright protection:

Copyright  protection is the very first
targeted application and hence the main
issue in digital data delivery networks. In
digita multimedia, watermarking is used as
copyright protection to identify the
copyright owner. There are many techniques
of video watermarking for copyright
protection. In one of the techniques a robust
watermark is added to the video signal that
carries information about sender and
receiver of the delivered video.

3.2. Video authentication:

In applications involving instance videos
captured by surveillance cameras, checking
the integrity of the images and the video isa
major issue. Fragile, semi fragile and robust
watermarking are the commonly used
policies. Authentication means storing the
signature into the header section, but the
header field still be prone to tempering. So
we can directly embed this type of
authentication information directly as a
watermark. The scheme is robust to content-
preserving manipulations and sensitive to
content-changing manipulations.
3.3.Broadcast monitoring  of
sequences:

In broadcast monitoring the content owner
embeds the watermark prior to transmission.

video
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The watermark is extracted by the
monitoring site that is set up within the
transmission area. In television network
different products are distributed over the
channel. A broadcast observation system
must be built in order to check the entire
broadcasted channel. Watermark is used for
this type of broadcast monitoring system by
putting a unique watermark for each video
to broadcast.

3.4 Copy control:

Copy protection is awidely used application
in video watermarking. A watermark is used
to indicate whether a video content is
copyrighted. Watermarking system has the
available technologies in which the
information is secured into the header and it
prevents from copying of that data. This
watermark can only be removed with a
severe degradation of the video sequence.

4. RESULT AND DISCUSSION

Simulation results for conversion of frames.

—

The original video are converted into
large number of frames. Consider any
one of the frame and conversion of
frames into DWT hidden image is
extracted and watermarked. histogram
is consider to compensate the previous
paper . These can be done in visi by
software basis. This pictures are done
by mat lab in MPEG-4/H.264
compression technique in that the
output is increased by determining the
PSNR value is compared with the

IJSER © 2013
http://lwww.ijser.org

267



previous paper which is approximately
47dB . The type of WM is semi fragile
watermarking is discussed in this paper.

5.CONCLUSION

This paper provides a summary of the
concept of digital video watermarking.
New approaches are expected to merge
existing approaches. Further research in
video watermarking is under way to
extend the real time performance of the
system and higher resolutions and to
improve the PSNR value. In future,
advanced MPEG-4features, such as N-
bit resolution, advanced scalable
texture, and video objects shall be
utilized.
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