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ABSTRACT 
Cryptography is an art or science of transforming an 
intelligible message into unintelligible one, and then 
retransforming that message back to its original form. 
Cryptography can also be used to authenticate the sender 
and receiver of the message to each other. There are two 
techniques of cryptography, symmetric key cryptography 
(called secret-key cryptography) algorithms and asymmetric 
key cryptography (called public-key cryptography) 
algorithms. AES is private key based algorithm and RSA is 
public key based algorithm. Both the algorithms are very 
efficient. This paper presents performance of both the 
algorithms as well as their comparison. 
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1. INTRODUCTION 
Nowadays, network security is an important aspect in 
networking applications. Every day, millions of users 
generate and exchange useful information in many areas, 
such as legal, medical, engineering, banking and other fields 
via internetwork. The information which is to be transferred 
must be secure against the unauthorized users. Cryptography 
(as shown in Figure 1) is used to transform an intelligible or 
original message into one that is unintelligible or encoded, 
and then retransforming that message back to its original 
form.  
 
 

 
 
 
 

Figure 1. Process of Encryption and Decryption 
 
Cryptography can also be used to authenticate the sender and 
receiver of the message to each other. There are two methods 
of cryptography symmetric key cryptography (also called 
secret-key cryptography algorithms) and   asymmetric key 
cryptography (also called public key cryptography 
algorithms). Cryptography has many commercial uses and 
applications such as protecting confidential company 

information, to allowing someone to order a product on the 
Internet without the fear of their credit card number being 
intercepted and used against them anymore. Moreover, there 
are various issues in the security of cryptographic system. For 
eg. Remote Biometric Authentication systems faces various 
security issues over the network, but to solve the privacy 
issues secret keys are randomly and dynamically generated 
without human intervention, and each transaction has 
different  secret keys and this can be done by novel chaos- 
based cryptosystem in which chaotic cryptographic schemes 
are used for encrypting the biometric templates and 
modulated by the chaotic spread spectrum modulation 
technique that makes it more difficult to decipher under 
attacks [6].      
 
2. RELATED WORK 
The original message is known as plain text and the encoded 
message is called as Cipher text. Encryption is the process of 
encoding messages or information in such a way that only 
authorized parties can read it. This process is done at the 
sender side which needs a plain text that is to be encoded, a 
secret key and, an encryption algorithm for transforming the 
message. While decryption is the process of generating the 
original message from the encoded one. This is done at 
receiver side which needs an encoded form of message, a 
secret key and, a decryption algorithm for generating the 
plain text. The keys which are used to encrypt and decrypt 
the messages are categorized into two forms, Symmetric key 
(secret key), also called as secret-key cryptography and 
Asymmetric key (public key) also called as asymmetric-key 
cryptography. In reference [1], a new symmetric key 
cryptography method used which is based on randomization 
method for generating the keys for encrypting as well as 
decrypting any file such as binary files, text or any other files. 
This method could be appropriate in sensor network where 
security of data is important. 
 
2.1 AES Algorithm 
Advanced Encryption Standard (AES) algorithm is based on 
a design principle known as substitution-permutation 
network, combination of both substitution and permutation, 
and is fast in both software and hardware [2]. It is based on 
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private- key cryptography algorithm in which same keys are 
used for encryption and decryption. The steps of AES 
algorithm through which a plain text is converted into the 
cipher text are as follows [3]:- 

(a)  It takes 128-bit long plain text data block as input and 
keys length may be 128, 192 or 256- bits long and 
generate output of 128- bit block. 

(b) The 128-bit plain text undergoes an initial round in 
which each byte of the state is combined with the 
round key using bitwise XOR.  

(c) After performing the initial round, plain text 
undergoes 10 rounds if the key length of size 128-
bit, 12 rounds if key length of size 192-bit or 14 
rounds if key length of size 256-bit. There are 
following steps for each round: - 

(i) Sub-Bytes transformation- it is a non-linear 
substitution is performed where each byte is 
replaced with another according to a lookup 
table.  

(ii) Shift-Rows transformation- a transposition step 
where each row of the state is shifted cyclically 
a certain number of steps.  

(iii) Mix Column transformation- it is a mixing 
operation which operates on the column of the 
state, combining four bytes in each column. 

(iv) Add Round key-  
At last, resultant matrix will undergo a final 
round where sub byte, shift rows 
transformation are performed and round key 
is added into the resultant matrix. The 
complete process is shown in Figure 2. 

 
 
 

 
 
 
 
 
 
 
 
 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2. Process of AES algorithm 
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2.2 RSA Algorithm  
RSA algorithm is based on public - key cryptography algorithm 
which is developed by Ron Rivest, Adi Shamir and Len 
Adlemen in 1977. It is used by modern computers to encrypt 
and decrypt the messages. It is asymmetric- key cryptographic 
algorithm which is used for digital signature. The principle of 
RSA algorithm is “it is easy to multiply prime numbers but 
hard to factor them”. Hence it uses large prime numbers to 
generate public key and private key respectively, as it usually 
takes long time. In reference [5], it is possible to build a fast 
implementation of RSA using smart cards with crypto-
coprocessor.   
 
The steps of RSA algorithm are as follows: - 
  

a) Choose two large prime numbers P and Q (say) such that 
P is not equal to Q.  

b) Calculate N, by multiplying P and Q; N=P*Q.  
c) Now calculate S by formula S= (P-1) *(Q-1).  
d) Select a public key e such that e is not the factor of S.  
e) Next is to select the private key d such that (d*e) mod S 

=1.  
f) To calculate cipher text (C): C= Me mod N. 
g) To calculate plain text (M): M= Cd mod N. 

 
The cipher text is sent to receiver and at receiver side 
decryption is performed to get plain text. 
 
3. COMPARATIVE ANALYSIS  
From the above analysis one can see that RSA solves the 
problem of key agreement and key exchange generated in 
private-key cryptography algorithms but still there is lack of 
confidentiality.  
So, for enhancing the security, a comparative analysis along 
with various parameters for both the symmetric key encryption 
and asymmetric key encryption is presented. Hence RSA and 
AES differ from each other in respect of certain features, as 
shown in Table 1. 

 
Table 1. Comparison between RSA and AES algorithms 

S. No. Features  AES  RSA  
     
1 Type of Symmetric Asymmetric 
 cryptography      
2 Key used  Single  Different(two) 
   (same) key keys used for 
   is used for encryption and 
   Encryption decryption  
   And    
   Decryption   
3 Throughput  Very high Low  
4 Confidentiality High  Low  
 
 
4. CONCLUSION   
In this research paper comparison between AES and RSA 

algorithms have been studied and summarized. Main 
differences between both the techniques are also 
mentioned. As AES is private key based algorithm that 
suffers from key distribution and key agreement problems 
however these problem is overcome in RSA algorithm but 
encryption and decryption takes more time in RSA 
algorithm. So both the algorithms have their own merits 
and demerits. 
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